HNudopManuoHHbIe MATEPHAJIbI
1o NPopUJIAKTHKE NPECTYIJICHU, COBEPIIEHHbIX C
HCI0JIb30BAHMEMHUH(OPMALUOHHO-TEJIEKOMMYHHUKALMOHHBIX
TEXHOJIOTUH

K Haumbosnee pacnpoCTpaHEHHBIM BHJIaM JIWCTAHIIMOHHBIX MOIIICHHUYECTB,
coBepiieHHBIX Ha Tepputopun r. Cankt-lIlerepbypra u JleHuHrpaackoir obnacTw,
OTHOCSITCSL:

- «(umuHTY — BUA JAMCTAHIIMOHHOTO MOIICHHHYECTBA, MPH COBEPIICHUU
KOTOPOTO 3JIOYMBINUICHHUKH (B XOJ€ TEIePOHHOTO pasroBopa, IMOCPEICTBOM
HampaBJICHUS DJIGKTPOHHOTO IMMChMa WM CMC-COOOIICHUS) TOJIy4aloT JIHIHBIE
KOH(UICHIMAILHBIC JaHHbIC 0 0aHKOBCKOW KapTe, HOMEpe cYeTa, JIOTHMHBI U IapOoJIH
JUIS BXOJa B HWHTEPHET-0aHK, a TaKKe Mapoiad Oe30MacHOCTH, IMO3BOJISIONINE
MPOM3BECTH CIMCAHUEC HAXOMAIIUXCS Ha OaHKOBCKOW KapTe JCHEKHBIX CpPEJICTB.
XKeprBamu yka3zaHHOTO BHJa MOIICHHHUYECTBA 3a4acTYIO0 CTAHOBSTCS HE3AIIUIICHHEIC,
MaJIOOOpa30BaHHBIE, JOBEPYMBHIC CJIOW HAceleHus. [IpencTaBisissch 3a4acTyro
COTPYIHUKAMU KPEAUTHBIX OpTaHW3alWid, TPECTYIMHUKHA BBOAAT B 3a0iIyKIeHHE
IpaXKJIaH OTHOCHUTEJIBHO COBEPIIACMBIX HECAaHKIIMOHUPOBAHHBIX CITUCAHHMH JICHEKHBIX
CPEICTB, OCYIICCTBIIIEMbIX TIOKyNKax W T.I., TIOCIE dYero IMpOoCAT Ha3BaTh
KOH(QUICHIMAIBHBIC CBEACHHS C LEJIbI0 MPECCUYCHUS BO3MOXKHOTO COBEpPIICHUS
npectymieHus. ['paxkaaHe, HoBepsis MOMydeHHOW WH(OpMAInH, kejas 00e30MacHuTh
CBOH JICHEXHBIE CPEJICTBA OT MPECTYITHBIX MOCIATATEIIBCTB, COOOMIAIOT 3aIPallIiBaAEMYFO
MHPOPMAITHIO, B PE3YJIbTATe YETO 3JIOYMBINUICHHUKY MMOXHINAIOT MPUHAIJICKAITUE UM
JICHEXKHBIE CPEJICTBA.

- «papMuHT» - TpOIEAYypa CKPHITOTO HaIpaBieHUs Ha JOXHBIM [P-aapec, To
CCTh HampaBJCHUE TOJb30BATeII HAa (UKTUBHBIA BeO-calT, dYalie  BCEro
MCIIOJIB3YEeMBI JUIsI TIPUOOPETEHHsI TOBapOB M ycayr (ozon.ru, avito.ru, aliexpress.ru,
joom, biglion, xkynunaarop, kaccup.py, OUICTEp, CAUTHI MO MPOJaXke OMIICTOB HA /I |
ABHATPAHCIIOPT U JP.);

- «IIBOWHAs TpaH3akKius» (MPH OIUIATe TOBAPOB M YCIYr MPOAABEIl
coobmiaer 00 ommuOKe, MpeiaraeT MOBTOPUTH OMNEpaIfio, a B JajdbHEHIIeM
JICHE)KHBIC CPEJICTBA CITMCHIBAIOTCS JIBAXKIBI 10 KAXKIOM M3 IMPOBEICHHBIX OIEPALIHiA)

- «TpanmuHr (MAHHITYJISIAA C KapTPUACPOM OAHKOMATOB, TTO3BOJISIONINE
a1M00 HEe BO3BpalllaTh KapTy BIACIbIly, JHOO CIHCHIBATh BCE JAHHBIC KapThl JIJIS

JabHEHIIIEr0 UX MCIOIb30BAHUA).




1. OcHoBHBIE cXeMBblI TeJIe(POHHOr0 MOILICHHUYECTBA:
1. OO6wmaHn o TenedoHy.
3BOHOK COTpYJIHWKAa OaHKa - KOT/Ia HEWU3BECTHBIN NPECTABIACTCA COTPYAHUKOM

CITy)0bI 0€30MaCHOCTH KaKoro-Tmbo 0aHka U coodmIaer, uro ¢ Bamero

OAHKOBCKOI'0 CYETa MPOUCXOAST ONEpalU 110 HECAHKIIMOHUPOBAHHOMY CIIMCAHUIO
JICHE)KHBIX CpEICTB, M B LEIAX OE30MacHOCTH cyeTa IMpeajaraeT MepeBecTH
cOepekeHHUs Ha «pPEe3epBHBIN» MM «Oe30macHbli» cueT. PacmpocTpaneHsl ciydae
coobmenust mHopManuu o6 odopmieHun Ha Bac kpeauta M HEOOXOJAMMOCTH
IIPOMTH B NPWIOKEHUM OHJAMH-bDaHka MO ONpenenéHHOM CCBUIKE JJISL  €ro
aHHYJIMPOBaHUS (BBIIOJIHUTH UHBIE HHCTPYKIUH).

3BOHOK COTPYJHHMKA IPABOOXPAHUTEIbHBIX OPraHOB - KOIJla HEW3BECTHBIN

IOpPEJCTAaBISIETCd COTPYAHUKOM IOJIMIIMM, CJIEJOBaTelieM W T.A. U COOOIAeT, 4To
MIPOBOJIUTCA CHEoNepanrs N0 MOMMKE MOIIEHHHKOB U JJIi 3TOr0 HEO0OXOIUMO
NEPEBECTU JIEHbI'M Ha «crenuanbHbli» cueT. [Ipu aTom TpeOyeT He 3BOHUTH B OaHK,
TaK Kak COTPYAHUKU OaHKa 3a0/JHO C MOLIEHHUKAMH.

Bai posicTBeHHUK, 1100 OJIM3KHIA YEI0BEK monan B Oey (HanpuMmep,MalluHON COMIT

YyeloBeKa WIM OOBHUHSAETCS B COBEpUICHMM NPECTYIUICHUs), U 3aJep’KaH
COTPYIHHMKaMHU TMOJUIUU, W HEHU3BECTHBI COOOHIAET, 4YTO ISl OCBOOOXKACHHS
HEOOXOJMMO TEPEBECTH Ha CYET JIEHEXHbIE CpeICcTBa JUOO JUIsl MPUMHUPEHHS C
MOCTPAJaBIIMM, JMOO B KAaueCTBE B3SATKM COTPYAHHMKAM MOJULIMH. B0O3MOXHBI
BapHAaHThI, TP KOTOPBIX B Pa3rOBOPE MOXKET NPUHATH y4acTHE SKOOBI COTPYAHUK
MOJIULIMM, KOTOPBIM OYyZET NOATBEPKAATh CKa3aHHOE.

BAYKHO: 3710 3BOHAT MOIIEHHUKH (HECMOTPS Ha TO, YTOONPEICTUBIIUINCS HA
TenepoHE HOMEpP MOXET COOTBETCTBOBAaTH HoMepy TenedoHa OaHKa WU
IPAaBOOXPAHUTENIBHBIX OPraHOB, 3a4acTy0 — MockoBckoro pervona (499, 495... u
T.A.), TaK KaK IPU NOMOILIU CIEUHUATBHBIX YCTPOMCTB MOIIEHHUKH MEHSIOT HOMEpa
Ha a0COJIIOTHO JIF000M HOMEp — TaK Ha3bIBaeMbl€ MOJMEHHBIE HOMEpPA), COTPYIHUKU
0aHKOB HUKOI/Ia HE 3BOHST CBOMM KJIMEHTaMm, U TeM 0oJiee, HUKOT/Aa HE TpeOyroT
MIEPEBOIUTh C JIMYHOIO cuyeTra JeHbru. lIpencraBurenu mMpaBOOXpaHUTEIBHBIX
OpraHOB MOTYT 3BOHUTH TOJBKO ISl BhI30Ba B MOMELICHUSI MPABOOXPAHUTEIbHBIX
OpraHOB C IIEJIbI0 TOJY4YeHHUs] OOBSICHEHWH, HCTpeOOBaHUS JOKYMEHTOB IIO
HaXOJSALIMMCS B TPOU3BOJICTBE YTOJIOBHBIM JieJlaM U MaTepHallaM MPOBEPOK.

[Ipu mocTymiieHuu Takoro 3BOHKa HEOOXOIMMO MpepBaTh Pa3roBOpP U MEPE3BOHUTH
TOMY, O KOM UJIET PeUb, JINOO B yKa3aHHBIA rOCYJaPCTBEHHBIN OpraH WIMKPEIUTHYIO
OpraHu3alMIo JJI IepenpOBepKH HHHOPMALIHH.




2. O0MaH npu Nokynke (Mpojaaske) TOBapa Ha MHTEPHeT caiiTax.

[Ipepormiata 3a HECYIIECTBYIOIIMK TOBap - HogacTcsa OOBSABICHHE Ha

BOCTPEOOBAHHBIA TOBAap C NPUBJICKATEIbHOM [EHOW (HUKE PBIHOYHOW) C
OpUJIO’KEHUEM HeHacTosmux (¢otorpadpuil. B xome oOmeHus «mpogasery
YKJIOHSIETCS OT BCTPEYM BBHUJAY JKUTEHCKUX MNPUYMH (HET BPEMEHH, 3aHITOCTH
Ha  paboTe, YHAJIEHHOCTb pACIOJOXKEHHUs) U MpeAsiaraeT OIUIaTUTh TOBap
OC3HATMYHBIM TUIATEKOM C TapaHTUPOBAHHOW TMOCIEAYIOMIEH JTOCTAaBKOW depes
Kypbepa, HO IIOCJI€ MOJIYYEHUs ACHET, IPOIaBEell- MOILIEHHUK NIEPECTAET BBIXOIUTh Ha
CBSI3b.

Onmyara MyJjsbka [0 IOYTE HAJIOKEHHBIM IUIATEKOM - 3JI0YMBIIUICHHUK

MBITAIOTCSl BHAYAJE 3aIl0JyYUTh IIPEAOIUIATY HA TOBEPUH, €CIU HE IOIY4aeTcs, TO
IIpEJIaraT MOJIyYUTh 3aKa3 Ha I0YTE, a IIOTOM PaCIUIaTUThCA. TO €CTh Ha IOYTe
nepen BblAAYEH 3aKa3a BO3bMYT JEHBIM B Pa3MEpe €ro CTOMMOCTH, a MOKYIATEllb
BCKPBIB YIIAKOBKY, BUJIUT HOJJICIIKY WU MYJISIK.

[Tokynarenb cnpammBaeT Homep kKapthl W koa un3 CMC - mo Bamemy

OOBSBIICHUIO O TMpOJaKE TOBapa B HWHTEpHETe BaM MMO3BOHUI TOKyMHaTellb WU
MOMPOCHJI  COOOIIUTh PEKBU3UTHI OAHKOBCKOW KapThl (MPEIBapHUTEIILHO BBISICHUB
HOMep TeiedoHa K KOTOPOMY MpHBSI3aHA KapTa) M CMC-KOJ, YTOOBI TEpPEBECTH
J€HbIY, SKOOBI ATO HYXXHO i OaHKOBCKOro rmepeBoja. Ha camom nene 3To
MOIIIEHHHUK, KOTOPBINA MBITACTCS BOUTH B JTUYHBIA KaOWHET OHJIaH-0aHKa M CIUCATh
BCe JIeHBI'M ¢ Bamero cuera.

BAXXHO: OmnnauuBaiiTe TOBap TOJBKO IOCIE €r0 NOJYYEHUS W NPOBEPKU U HE
OTMpaBIANTE JCHBIM B KadyecTBe 3ajora (3amaTtka). [ns mepeBoja JEHEKHBIX
CPEACTB J0CTaTOYHO HOMepa TesnedoHa U APYroil JOMOJIHUTEIbHOU HHPOpMAIINU HE
TpeOyeTcs.

3. TenedoHHBbIE BUPYCHI.

OdeHp yacTo HCIHONB3yeTcs (opMa MOLICHHHYECTBA C HCIOJIb30BAaHHUEM
TeneoHHBIX BUPYcoB. Ha Teneon aboHeHTa MPUXOAUT COOOIIEHUE CIIETYIOIIETO
Buna: «Bam mpunuio MMS-cooOmienue. Jljis mosydeHus] TPOUIUTE MO CCHUIKE...».
[Ipu mepexome Mo yka3aHHOMY ajpecy Ha TeledOH CKAauMBaeTCi BHPYC U
MIPOUCXOIUT CIIUCAHUE IEHEKHBIX CPEICTB C BAIIETO CUeTa.

Jpyroif BuA MOILLIEHHUYECTBA BBINVISAUT Tak. [Ipu 3akaze kakoi-1ubo yciyru
gyepe3 sK0Obl MOOMJIBHOTO OTiepaTopa WM MPU CKAaYMBAaHUU MOOMJIHBHOTO KOHTEHTA
a0OHEHTY MNPUXOAMUT MpeAyrnpexaeHue Buaa: «Bbl coOupaerech OTNPaBUTH
COOOIlIEHUE Ha KOPOTKUH HOMEp ..., A1 MOATBEPKIACHHS ONepaluu, OTIPaBbTE




coobuienue ¢ udpoii 1, aist ormensl ¢ nudpoit O». I[lpu ornpaBke NoATBEPKIACHUS,
co cuera abDOHEHTa CIUCHIBAIOTCS JICHEKHbBIE CpeACcTBA. MOILIEHHUKH HCIHOJIb3YIOT
CIIEHHAJIbHBIE TPOTrPaMMbl, KOTOpPBIE TMO3BOJSIOT aBTOMATHYECKH T'E€HEPUPOBATH
ThICSIUM Takux cooOmienuii. Cpa3y mocie nepeBoja JeHer Ha (aiblIMBbI CUET OHU
CHUMAIOTCH ¢ TenedoHa.

BAYKHO: He crnenyeTr 3BOHUTH IO HOMEPY, C KOTOPOTO OTHpaBieH SMS — BrooJiHe
BO3MOJKHO, YTO B 3TOM ciydae ¢ Bamrero temedona Oyaer aBTOMaTHYECKH CHSTA
KpYITHas CyMMa U TIEPEXOIUTh TI0 COMHHUTEIHHBIM CCHITKAM.

4. OmuO0YHbBINI NepeBo/I CPEACTB.

AbGonenTy noctynaer SMS-coo01ieHre 0 NOoCTyIIEHUH CPEJCTB Ha €ro CYET,
IEPEBEJICHHBIX C MOMOIBI0 yciayru «MoOunbHbI nepeBoy. Cpasdy mocie 3Toro
MOCTYMAET 3BOHOK M MY)KUMHA (MJIM >KEHILKMHA) COOOLIAET, YTO OMIMOOYHO NEPEBEN
JI€HbIU Ha €ro CYET, IIPU 3TOM IPOCUT BEPHYTh UX 0OpaTHO TeM ke «MoOUIbHBIM
nepeBoioM». B efCTBUTENBHOCTH AEHBIM HE MOCTYIAIOT Ha TENEe(POH, a YeIOBEK
NEPEBOAUT CBOM COOCTBEHHBIE cpencTBa. Eciiv MO3BOHUTH 10 yKa3aHHOMY HOMeEpY,
OH MOXET OBbITh BHE 30HBI JIOCTyna. KpoMme TOro, CymecTBylOT TaKue HOMEpa, MpHu
OCYILIECTBJICHUH BbI30BA HA KOTOPbIE C TeJIe(OHA CHUMAIOTCS BCE CPECTBA.
BAXHO: Ecau Bac npocsaT nepeBecTH sIKOObI OMIMOOYHO MEPEBEICHHYI0 CYMMY,
HAIlOMHHUTE, YTO JUISI 3TOTO MCHOJb3yeTcs 4eK. OTroBOpKa, 4TO «4EK MOTEpSH»,
CKOpE€ BCEro, CBUAETEIBCTBYET O TOM, YTO ¢ Bamu 001maercss MOIIEHHUK.

MOIEHHNUYECTBA C BAHKOBCKUMMUW KAPTAMMU

baHkoBCKast KapTa — 3TO MHCTPYMEHT JUIsl COBEPLUEHHUS IIIATEXKEN U TOCTYIIA K
HaJMYHBIM CPEICTBAM Ha cu€te, He TPeOyIoLuUi Uil 3TOro nNpucytcTBus B 6anke. Ho
MPOCTOTA HCIIOJIb30BAaHUS OaHKOBCKMX KapT OCTaBIIIET MHOXXECTBO Ja3eeK st
MOUIIEHHUKOB.

[Ipy mpoBeneHMH omnepauvii C KapTOM TMOJB3YWTECH TOJBKO TEMH
OaHKOMaTaMH, KOTOPBIE PACIOJIOKEHbI B 0€30MAacCHbIX MecTax U O00OpYAOBaHbI
CUCTEeMOM BHJICOHAOIIOACHUSI M OXpPaHOM: B TOCYJAapCTBEHHBIX YUPEKICHUSIX,
0aHKax, KPYMHbBIX TOPTOBBIX LIEHTPaX U T.J.

Cogepiiiasi onepanuu ¢ MIacCTUKOBON KapToOM, clieanTe, 4TOObI pSIOM HE ObLIO
nocropoHHux mojed. Habupas [IMH-kon, mnpukpeiBaiiTe KIaBUATYpy pYKOH.
PexkBu3utel u mobasi mpoyass uHGOpMaIUs O TOM, CKOJBKO CpeACTB Bbl CHsuM U
Kakue Hudppl BBOJWIN B OAHKOMAT, MOTYT OBITh UCIOJIb30BaHbl MOIIEHHUKAMHU.

OOpamiaiiTe BHUMaHWE Ha KapTOIPHUEMHHUK W KiaBuatypy Oankomara. Ecmu




OHH OOOpYNOBaHBl KAKUMHU-THOO JOMOJHUTEIBHBIMU yCTPOWCTBAMU, TO OT
MCIOJIb30BaHUs TaHHOTO OaHKOMaTa JIydllle BO3JEP>KAaThCS U COOOIIUTH O CBOUX
MOJIO3PECHUSAX TI0 YKa3aHHOMY Ha HEM Tele(oHYy.

B cnydyae HekoppekTHOM pabOoThl OaHKOMAaTa — €CJIM OH JIOJT0€ BpEMs HAXOAUTCS B
peKUME OKMJAHUSI WIA CaMOTPOM3BOJIBHO TIepe3arpykaetcs —

OTKaXHUTCCh OT €ro MuCIoJb30BaHusA. Bemnuka BCPOATHOCTL TOI'0, HYTO

OHIICPCIIPOrpaMMHPOBAaH 3JIOYMBINIJICHHUKAMU.

Kak o0e30macurpb ced0st OT MOIIEHHUKOB:

1. IlposepsiiTe mH(pOpMalMIO, MOTYYEHHYIO B XOJ€ Teie(OHHOro pasroBopa u
MHTEPHET IEPENUCKU C HEM3BECTHBIMU (OHU MOTYT IPEICTaBIATHCS COTPYIHUKAMU
MIPaBOOXPAHUTENIbHBIX OPraHOB, MPEACTABUTEISIMU KPEIUTHBIX OpraHu3aluil).

2. YcraHOBUTh Ha TelnepoH (KOMIBIOTEP) COBPEMEHHOE JIMIICH3UPOBAHHOE
AHTUBUPYCHOE IPOTPAMMHOE O0ECIICUECHHE.

3. He ycranaBnuBaiiTe u He coxpaHsiTe 0€3 MpeABAPUTEILHON MPOBEPKU
AHTUBUPYCHOW MpPOrpaMMoi (pailyibl, MOJyYEHHbIE W3 HEHAJEKHBIX HCTOYHUKOB:
CKaUaHHbIE C HEU3BECTHBIX CaWTOB, IIPUCIAHHBIE II0 AJIEKTPOHHOM IIOYTE
(momo3puTenbHbIC (halibl JIydllle cpa3y yIamsTh).

4. MHcnonw3yiTe napoiu, He CBsI3aHHbIE ¢ Bamumu nepcoHanbHbIMUA JAHHBIMHU.

5. Hu nmpu kakux oOCTOATENBCTBAX HE COOOIIANWTE PEKBU3UTHI CBOMX OAHKOBCKHUX
c4eToB(KapT), MApoJId U IPYTyI0 NEPCOHAIBHYIO HH(POpMAIIHIO.

6. IlocTaBbTe IMMUT HA CyMMY CIIICAHWI WJIM MIEPEBOJIA B INYHOM KaOWHETe OaHKa.
7. 1lo Bcem BO3HUKAIOUIMM BoMpocaM oOpamiarbcs B OaHK, BbIIABIINN KapTy.

8. He BBIMONHATHP HUKAKUX CPOYHBIX 3aMpPOCOB K ACHCTBHIO, B TOM YHCIE TIO
YCTaHOBKEKAKHUX Obl TO HU ObLIO IPHUIIOKEHUIA.

9. He mepexonuTh HU MO KAaKUM CChUIKaM, KOTOPbIE MPUXOAAT Ha €-mail uiau mo
SMS.

10. OOpamate Ha Bce cooOmeHHUss OT OaHKa (HAmpUMeEp, €CIM OHHM COJIEpKaT
rpaMMaTUYeCKue OIIHOKH).

11. He mepe3BaHMBaTh 10 HOMEPaM, KOTOPbIe IPUXOAAT Ha e-mail niu mo SMS.
12. IlepemnpoBepsiiTe MOJJIMHHOCTh MHTEPHET-CAUTOB, HA KOTOPBIX OCYIIECTBIISIETE
3aKa3ToBapa.

bynwsTe 6nutensHb!!




